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E-Safety Policy

Reviewed September 2020
1. Writing and reviewing the E-Safety Policy
The eSafety Policy links to other school policies including those for ICT, Social Media, Anti-Bullying, Health and Safety and Child Protection. Our eSafety Policy has been written by the school, building on the Wakefield eSafety guidance, government guidance and YHGFL guidance. It has been agreed by the Senior Leadership Team, staff and approved by the Governing Body.  The eSafety Policy and its implementation will be reviewed annually.

2. Communications Policy

2.1 Introducing e-Safety to pupils

· Pupil instruction in responsible and safe use should precede any Internet access and all pupils must sign school’s Acceptable Use Agreement (Pupils) at the beginning of each school year. 
· eSafety rules will be posted in all networked rooms and discussed with the pupils at the start of each year. 
· Pupils will be informed that network and Internet use will be monitored. 
· eSafety training will be delivered through:

· five discrete ESafety lessons per year group,

· been embedded within the computing and the PSHCE curriculums,

· cross curricular in links in all subjects when using technology,

· ad-hoc lessons in response to emerging needs.

· Wherever possible the school will try and take part in national campaigns such as Safer Internet Day.

2.2 Staff and the eSafety Policy 
· All staff will be given the School eSafety Policy and its importance explained.
· All staff must sign school’s Acceptable Use Agreement (Staff) at the beginning of each school year. 
· Any information downloaded must be respectful of copyright, property rights and privacy.
· Staff should be aware that Internet traffic can be monitored and traced to the individual user.  Discretion and professional conduct is essential. 
· A laptops and portable devices issued to a member of staff remain the property of the school. Users of such equipment should therefore adhere to school policy regarding appropriate use with regard to Internet access, data protectiom and use of software. 
· Staff will use a child friendly safe search engine when accessing the web with pupils e.g. Google Safe Search.
2.3 Enlisting parents’ support
· Parents’ attention will be drawn to the School eSafety Policy in newsletters, the School Prospectus and the school website.
· The school will maintain a list of e-Safety resources for parents/carers on the school website

· School will seek parental permission annually from parents, via a ‘Pupil Information sheet, before children are allowed to use the internet. They will also be asked for permission to use photographs of their children on the school website and social media channels. 

2.4 Advice for parents

· Use internet filtering software and child friendly search engines (Google safe-search)

· Investigate what child protection services your Internet Service Provider (ISP) offers

· Keep the computer in a communal area of the house.

· Tell your children not to give out any personal details.  If they want to subscribe to a service (after gaining your permission) make up a family name.

· Make sure your children only use moderated chat rooms and ask them to introduce you to their online friends.

· Encourage your children to tell you if they feel upset or threatened by what they see online.

· Write a family ‘acceptable use policy’ for working on the computer

· Surf the internet together and be a part of their online life.

2..5 Education – parents / carers 

The school will ensure that parents are kept fully informed and up to date with all   developments through:

· Letters, newsletters,
· Parents evenings,
· Curriculum evenings, 

· School Website.
3. Teaching and Learning

At Pinders Primary school we believe that the key to developing safe and responsible behaviours online, not only for pupils but everyone within our school community, lies in effective education.  We know that the internet and other technologies are embedded in our pupil’s lives, not just in school but outside as well.  At Pinders Primary we believe we have a duty to help prepare our pupils to safely benefit from the opportunities that the internet offers.  
3.1 Why the internet and digital communications are important

· The internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide pupils with quality Internet access as part of their learning experience.

· Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.

3.2 Internet use will enhance learning

· The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. 
· Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. 
· We will celebrate and promote eSafeguarding through a planned programme of assemblies and whole school activities, including promoting Safer Internet Day each year.  
· Any internet use will be carefully planned to ensure that it is age appropriate and supports the learning objectives for specific curriculum areas.
· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.
· Pupils will be shown how to publish and present information to a wider audience.
· Staff will model safe and responsible behaviour in their own use of technology during lessons.
· When searching the internet for information, pupils will be guided to use age-appropriate search engines.  All use will be monitored and pupils will be reminded of what they do if they come across unsuitable content.  
3.3 Evaluation of Internet content

· The school will ensure that the use of Internet derived materials by staff and pupils complies with copyright law.

· Pupils will be taught the importance of cross checking information before accepting its accuracy.

· Pupils will be taught how to report internet content they find unpleasant.  
3.4 Education & Training – Staff

A planned programme of formal e-safety training will be made available to all staff and to students through their induction. 

· An audit of the e-safety training needs of all staff will be carried out regularly

· All new staff should receive e-safety training as part of their induction programme, ensuring that they fully understand the school e-safety policy and Acceptable Use Policies

· E-Safety policy and its updates will be presented to and discussed by staff in staff / team meetings / INSET days

· The E-Safety Coordinator and Headteacher will provide advice / guidance / training as required to individuals as required

4.0 Managing Internet Access

4.1 Information system security

· The school will be responsible for ensuring that access to the ICT systems is as safe and secure as reasonably possible.

· School ICT systems security will be reviewed regularly. 
· Virus protection is installed on all appropriate hardware and will be kept active and updated.

· All users will sign an Acceptable Use Agreement appropriate to their age and type of access.  Users will be made aware that they must take responsibility for their use and behaviour while using the school ICT systems and that such activity will be monitored and checked.  

· An electronic prompt will remind all users that they have signed an Acceptable Use Policy before they are able to log into a computer.

· A secure and robust username and password convention exists for all system access (email, network and school management information system)

· All access to school information systems will be controlled via a username and password and will require end users to change their password at first log on.

· All staff have a responsibility for the security of their usernames and passwords for systems and applications.  Users must not allow others to access systems using their log on details and must immediately report any suspicion or evidence that there has been a breach of security.
· Anyone inadvertently accessing inappropriate material should immediately inform the Computing Subject Leader and Headteacher or designated person in school through CPOMS to ensure that the incident is recorded in the eSafety incident log. When the incident does not directly relate to a child, a light blue generic eSafety incident form should be used (Appendix 5).
4.2 E-mail

· Pupils may only use approved e-mail accounts through the school’s Learning Platform.

· Pupils must immediately tell a teacher if they receive offensive e-mail.

· In e-mail communication, pupils must not reveal their personal details or those of others, or arrange to meet anyone without specific permission.

· Incoming e-mail should be treated as suspicious and attachments not opened unless the author is known.

· The school should consider how e-mail from pupils to external bodies is presented and controlled.

· The forwarding of chain letters is not permitted.

· The sending of racially abusive or other offensive email is forbidden and may be considered a criminal act.  

· It is impossible to control what information is sent to a member of staff by email.  If offensive, obscene or discriminatory material is received it is then the responsibility of the receiver to report immediately to the designated person in school.   

4.3 Published content and the school website

· Staff or pupil personal contact information will not generally be published. The contact details given online should be the school office.

· The headteacher will have overall control but will delegate the checking of the published content and the school website to the individual staff who are producing this material.  
4.4 Publishing pupils’ images and work

· Photographs of pupils will only be published on the school website, Learning Platform and social media channels once parental consent has been received. This consent is sought annually. 
· Blogging, podcasting and other publishing of online content by pupils will take place within the school learning platform, website and social media channels.

· Personal publishing will be taught via age-appropriate sites that are suitable for educational purposes and be moderated by the school.

· Pupils will not use their real name when creating publicly-accessible resources.  They will be encouraged to create an appropriate nickname/alias.

· Parents should be clearly informed of the school policy on image taking and publishing, both on school and independent electronic repositories.
· Children’s photographs are not accompanied by names.

4.5 Social networking and personal publishing

· The school will use approved social media channels to communicate teaching and learning at Pinders Primary in accordance with the school’s social media policy. 

· School will block pupil access to social networking sites, and consider how to educate pupils in their safe use outside of school. Staff will have access to social media sites approved under the social media policy for school use only.
· Pupils will be advised never to give out personal details of any kind which may identify them or their location.  
· Pupils and parents will be advised that the use of social network spaces outside school brings a range of dangers for primary aged pupils.

· Staff are not permitted to have pupils or parents as friends on social networking sites. Staff who are related to pupils or parents should discuss this with the headteacher. 
· Care should be taken that comments made on social network sites or blogs do not relate to or identify the school, staff or pupils.

· Photographs and descriptions of activities in the personal life of staff must not adversely affect the professional reputation of staff or the school.

· Schools are vulnerable to material being posted about them online and all staff should be aware of the need to report this should they become aware of anything bringing the school into disrepute.

5. Managing filtering

· The school uses a filtered internet service provided by RM Education which includes age appropriate filtering.   The school will continue to work with Wakefield LA and other bodies to ensure systems to protect pupils are reviewed and improved and report any issues.
· If pupils or staff discover any unsuitable site, it must be reported to the Computing Subject Leader and Headteacher and be logged.
· Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable.

· Pupils will be taught to assess content as their internet usage skills develop.

· The evaluation of online content materials is a part of teaching and learning in every subject and will be viewed as a whole-school requirement across the curriculum.
· The school uses ‘Forensic Software’ to monitor the system for inappropriate use which flags inappropriate words to senior leaders.
6. Managing emerging technologies

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.

· The acceptable use of any new or emerging technologies in use within the school will be reflected within the eSafety, Social Media and Acceptable Use Policies.  
· Prior to deploying any new technologies within Pinders Primary, staff and pupils will have appropriate awareness training regarding safe usage and any associated risks.  

· Staff should not use personal mobile phones or any devices that they can receive messages or phone calls during designated teaching sessions. These devices must be, in the case of watches, locked or in the case of phone in a drawer or cupboard on silent. The use of these devices MUST be restricted to lunchtimes. 
· Pupils will not be allowed to bring mobile devices to school unless there is a specific reason that has been previously discussed with the class teacher or headteacher and permission has been granted.  Mobile devices that are brought to school will be given to a member of teaching staff to deposit in the office at morning registration and returned to pupils at the end of the school day.  Pinders Primary will not accept responsibility for any loss or damage of mobile devices brought to school.  
· Only school cameras are used by both staff and children for educational purposes.

7. Protecting personal data

· Pinders Primary will act and carry out its duty of care for the information assets it holds in line with its Data Protection Act 2018 (DPA 2018), and the General Data Protection Regulation (GDPR) commitments. 
· Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 2018 as outlined in the Data Protection policy.

· Staff must not keep confidential information on removable devices such as

USB devices unless suitably security protected through encryption.

· All computers have an automatic lock set up, which requires the password to be re-administered if not used for 15 minutes; computers that are used to access sensitive information should also be locked (Ctrl-Atl-Del) when unattended.
· Staff will not leave personal and sensitive printed documents on printers within public areas of the school.
· Staff will use the secure print facility to securely send and retrieve sensitive documents from the printer. 

· Portable devices issued to staff such as iPads and the school mobile phone must be secured by PIN.

8.  Policy Decisions

8.1 Authorising Internet access

· All staff must read and sign the Acceptable Use Agreement (Staff) before using any school ICT resource.

· School will seek parental permission annually from parents, via a ‘Pupil Information’ sheet, before children are allowed to use the internet. They will also be asked for permission to use photographs of their children on the school website and social media platforms. 
· Pinders Primary will maintain a current record of all staff and pupils who have been granted access to the school’s internet provision.
· Key Stage 1, access to the Internet will be by adult demonstration with directly supervised access to specific, approved on-line materials.

· Children will be read the rules of acceptable use and asked to sign an Acceptable User Agreement (Pupils) that will be displayed on laptop and iPad trollies and next to computers in classrooms. These will also be made available for parents to view on the school website.
8.2 Assessing risks

· The school will take all reasonable precautions to prevent access to inappropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a computer connected to the school network. Neither the school nor Wakefield LA can accept liability for any material accessed, or any consequences of Internet access.

· The school will audit ICT provision to establish if the eSafety Policy is adequate and that its implementation is effective. 
8.3 Handling e-safety complaints

· Complaints of Internet misuse by children will be dealt with by the Computing Subject Leader in conjunction with the Headteacher and deputy headteacher. Any complaint about staff misuse must be referred to the headteacher.

· Complaints of a child protection nature must be dealt with in accordance with school child protection procedures.

· Pupils and parents will be informed of the complaints procedure (see school’s complaints policy)

· Pupils and parents will be informed of consequences for pupils misusing the Internet.

· All incidents must be logged on CPOMs and SLT made aware by tagging 

8.4 Community use of the Internet
· External organisations using the school’s ICT facilities must be made aware of and adhere to the eSafety Policy as well as sign the schools Acceptable Use Agreement. 
· Visitors and supply teachers should be provided with a supply login (supply1 or supply2) once they have signed an acceptable use policy. Staff must not log visitors into their own accounts.
· Regular visiting teachers such as those from Wakefield Music Service maybe assigned a login at the discretion of the ICT Subject leader or Head Teacher provided they adhere to school policy’s and sign an acceptable use agreement.
9. Network Manager / Technical staff

· The Computing Co-ordinator and E-Safety Co-ordinator, is responsible for ensuring: 

· that the school’s ICT infrastructure is secure and is not open to misuse or malicious attack

· that users may only access the school’s networks through a properly enforced password protection policy, 

· that they keep up to date with e-safety technical information in order to effectively carry out their e-safety role and to inform and update others as relevant

· that the use of the network / remote access / email is regularly monitored in order that any misuse / attempted misuse can be reported to the Head teacher, the above named persons and to the Class teachers. 

· that monitoring software / systems are implemented and updated as agreed in school policies if they are deployed

10 Teaching and Support Staff

Are responsible for ensuring that:

· they have an up to date awareness of e-safety matters and of the current school e-safety policy and practices

· they have read, understood and signed the school Staff Acceptable Use Policy / Agreement (AUP)

· they report any suspected misuse or problem to the Head teacher, the above named persons and to the Class teachers for investigation / action / sanction 

· digital communications with students / pupils (email / voice) should be on a professional level and only carried out using official school systems 

· e-safety issues are embedded in all aspects of the curriculum and other school activities 

· students / pupils understand and follow the school e-safety and acceptable use policy

· students / pupils have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations

· they monitor ICT activity in lessons, extra curricular and extended school activities 

· they are aware of e-safety issues related to the use of mobile phones, cameras and hand held devices and that they monitor their use and implement current school policies with regard to these devices

· in lessons where internet use is pre-planned students / pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches. Unsuitable sites have been blocked by Pure Data Solutions. 

· Social media is to be used in your own time. If accounts are being used then school, children and staff are not to be mentioned. Misuse will result in formal sanctions
Think then Click
E-Safety Rules for KS1

These rules help us stay safe on the internet
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We can click on the buttons and links when we know what they do.
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We can search the internet with an adult.
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We can send and open messages together.
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We can write polite and friendly messages to people that we know.
Think then Click
E-Safety Rules for KS2

· We ask permission before using the internet.

· We only use the internet when we are supervised by an adult and we always use a safe search.
· We tell an adult if we see anything we are uncomfortable with.

· We immediately close any webpage we are not sure about.

· We only message people an adult has approved.

· We send messages that are polite and friendly.

· We never give out personal information about ourselves or passwords.

· We never arrange to meet anyone we don’t know.

· We do not open messages sent by people we don’t know.

· We do not use internet chat rooms in school

Pinders Primary School
Acceptable Use Agreement for Pupils
Name: __________________________
User Name: __________________________

Class Teacher: __________________________
Year: __________________________

Pupil Acceptable ICT Use Agreement

· I will only use ICT in school for school purposes.

· I will only use my own school email address when emailing.

· I will only open email attachments from people I know, or who my teacher has approved.

· I will not tell other people my passwords for the Learning Platform, school network or for other learning websites.

· I will only open/delete my own files.

· I will make sure that all ICT related contact with other children and adults is appropriate and polite.

· I will not deliberately look for, save or send anything that could offend others.

· If I accidentally find anything inappropriate on the internet I will tell my teacher immediately.

· I will not give out my personal details such as my name, phone number, home address or school.

· I will be responsible for my behavior when using ICT in school or at home because I know that these rules are to keep me safe.

· I will not arrange to meet someone unless this is part of a school project approved by my teacher and a responsible adult comes with me.

· I know that my use of ICT can be checked and that my parent or career contacted if a member of school staff is concerned about my safety.

Signature Pupil: __________________________
Date: __________________________
Pinders Primary School
Acceptable Use Agreement

 & Code of Conduct for Staff
ICT and the related technologies such as email, the internet and mobile devices are an expected part of our daily working life in school.  This document is to help ensure that all staff are aware of their professional responsibilities when using any form of ICT and to help keep staff, governors and visitors safe.  All staff are expected to sign this agreement, confirming their undertaking to adhere to its contents at all times.  Any concerns or clarification should be discussed with the ICT Subject Leader and or headteacher.
· I will only use the school’s email / Internet / Learning Platform and any related technologies for professional purposes or for uses deemed ‘reasonable’ by the Headteacher or Governing Body.

· I will comply with the ICT system security and not disclose any passwords provided to me by the school or other related authorities. 
· I will ensure that all electronic communications with pupils and staff are compatible with my professional role.
· I will not give out my own personal details, such as mobile phone number or personal email address, to pupils. 

· I will only use the approved email system for any communications with pupils, parents and other school related activities.

· I will ensure that personal data (such as data held on the administration system) is kept secure and is used appropriately.  Personal data can only be taken out of school or accessed remotely when authorised by the Headteacher or Governing Body and with appropriate levels of security in place.

· I will not install any hardware or software on school equipment without the permission of the IT Subject Leader or Technician.
· I will report any accidental access to inappropriate materials as outlined in the safety policy.
· I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory. 

· Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line with data protection policy and with written consent of the parent, carer or staff member.  Images will not be distributed outside the school network without the permission of the parent/ carer, member of staff or Headteacher in line with data security policy.

· I understand that all my use of the Internet and other related technologies can be monitored and logged and can be made available to the Headteacher.  

· I will respect copyright and intellectual property rights.

· I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute. This includes ignoring invitations from pupils and parents to be part of their social networking site(s).

· I will check my work email on a regular basis and respond to any messages as necessary within a directed time.
· I will not use my personal mobile outside of designated areas.

· I will ensure electronic watches are locked with in teaching areas.

· I will support and promote the school’s e-Safety policy and help pupils to be safe and responsible in their use of ICT and related technologies. 
I agree to follow this acceptable use policy and to support the safe use of ICT throughout the school
Signed:          _________________________________                                     Date: _________________________

Print Name:    ________________________________
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	Pinders Primary School

ESafety - Generic Incident Form

	Use this form to record details of an ESafety incident or concern that does not relate to a specific child. For example to report a member of the public interacting with the school’s Twitter account in an inappropriate way. Issues that are related or attributable to a child must be logged as normal on CPOMs alerting the ESafety Leader and appropriate SLT/ DSLs. 


	Accidental access to inappropriate materials:


	

	Name(s) of person(s) reporting the incident:


	

	Date:


	

	Location:


	

	Nature of incident:


	

	Reported to:


	


	This form should be handed to the ESafety coordinator who will complete the section below. If the ICT Subject Leader is unavailable, the form should be passed directly to an appropriate member of SLT/ a DSL.


	Action taken:


	

	Follow up/Resolution:


	


	
	Staff & other adults
	Students / Pupils

	Communication Technologies
	Allowed
	Allowed at certain times
	Allowed for selected staff
	Not allowed
	Allowed
	Allowed at certain times
	Allowed with staff permission
	Not allowed

	Mobile phones may be brought to school
	X
	
	
	
	
	
	
	X

	Use of mobile phones in lessons
	
	
	
	X
	
	
	
	X

	Use of mobile phones in social time
	
	X
	
	
	
	
	
	X

	Taking photos on mobile phones or other camera devices
	
	X
	
	
	
	
	
	X

	Use of hand held devices eg PDAs, PSPs
	N/A
	
	
	
	
	
	
	N/A

	Use of personal email addresses in school, or on school network
	
	X
	
	
	
	
	
	X

	Use of school email for personal emails
	
	X
	
	
	
	
	
	X

	Use of chat rooms / facilities
	
	
	
	X
	
	
	
	X

	Use of instant messaging
	†
	
	
	X
	
	
	
	X

	Use of social networking sites
	‡
	
	
	X
	
	
	
	X

	Use of blogs
	X
	
	
	
	X
	
	
	*


* For education purposes only.

† Internal use of Skype for business by staff is permitted for school purposes.

‡ Staff may use social networking sites approved for school purposes under the social media policy.

Misuse Action Grid                                                                  Appendix 5 

	Students / Pupils
	Actions 

	Incident:

(WHERE MORE THAN ONE IS TICKED, ALL WILL BE INFORMED)
	Refer to class teacher / tutor
	Refer to Learning Mentor ( ICT technical support in school)
	Refer to Headteacher
	Refer to Police
	Refer to technical support  staff for action re filtering / security  etc
	Inform parents / carers
	Removal of network / internet access rights
	Warning
	Further sanction eg detention / exclusion 

	Deliberately accessing or trying to access material that could be considered illegal (see list in earlier section on unsuitable / inappropriate activities).
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Unauthorised use of non-educational sites during lessons
	(
	(
	
	
	
	
	(
	(
	(

	Unauthorised use of mobile phone / digital camera / other handheld device
	(
	(
	(
	
	
	(
	
	
	(

	Unauthorised use of social networking / instant messaging / personal email
	(
	(
	(
	
	
	(
	(
	(
	(

	Unauthorised downloading or uploading of files
	(
	(
	
	
	
	(
	(
	(
	(

	Allowing others to access school network by sharing username and passwords
	(
	(
	
	
	
	
	(
	(
	

	Attempting to access or accessing the school network, using another student’s  / pupil’s account
	(
	(
	(
	
	
	
	
	(
	(

	Attempting to access or accessing the school network, using the account of a member of staff
	(
	(
	(
	
	
	(
	
	(
	(

	Corrupting or destroying the data of other users
	(
	(
	(
	
	
	(
	(
	(
	(

	Sending an email, text or instant message that is regarded as offensive, harassment or of a bullying nature
	(
	(
	(
	(
	
	(
	
	
	(

	Continued infringements of the above, following previous warnings or sanctions
	(
	(
	(
	(
	
	(
	(
	
	(

	Actions which could bring the school into disrepute or breach the integrity of the ethos of the school
	(
	(
	(
	
	
	(
	(
	
	(

	Using proxy sites or other means to subvert the school’s filtering system
	(
	(
	(
	
	
	(
	(
	
	(

	Accidentally accessing offensive or pornographic material and failing to report the incident
	(
	(
	(
	(
	
	(
	
	
	

	Deliberately accessing or trying to access offensive or pornographic material
	(
	(
	(
	(
	
	(
	(
	
	(

	Receipt or transmission of material that infringes the copyright of another person or infringes the Data Protection Act
	(
	(
	(
	
	
	(
	
	(
	(


	Staff
	Actions

	Incident:

(WHERE MORE THAN ONE IS TICKED, ALL WILL BE INFORMED)
	Refer to line managerr
	Refer to Headteacher
	Refer to Local Authority / HR
	Refer to Police
	Refer to Technical Support Staff for action re filtering etc
	Warning
	Suspension
	Disciplinary  action

	Deliberately accessing or trying to access material that could be considered illegal (see list in earlier section on unsuitable / inappropriate activities).
	(
	(
	(
	(
	(
	(
	(
	(

	Excessive or inappropriate personal use of the internet / social networking sites / instant messaging / personal email
	(
	(
	(
	
	
	(
	
	

	Unauthorised downloading or uploading of files
	(
	(
	(
	
	
	
	
	

	Allowing others to access school network by sharing username and passwords or attempting to access or accessing the school network, using another  person’s account
	(
	
	
	
	
	
	
	

	Careless use of personal data eg holding or transferring data in an insecure manner
	(
	(
	(
	
	
	(
	
	

	Deliberate actions to breach data protection or network security rules
	(
	(
	
	
	
	(
	
	

	Corrupting or destroying the data of other users or causing deliberate damage to hardware or software
	(
	(
	(
	(
	
	(
	(
	

	Sending an email, text or instant message that is regarded as offensive, harassment or of a bullying nature
	(
	(
	(
	(
	
	(
	(
	

	Using personal email / social networking / instant messaging / text messaging to carrying out digital communications with students / pupils
	(
	(
	(
	
	
	(
	
	

	Actions which could compromise the staff member’s professional standing 
	(
	(
	(
	
	
	(
	
	

	Actions which could bring the school into disrepute or breach the integrity of the ethos of the school
	(
	(
	
	
	
	(
	
	

	Using proxy sites or other means to subvert the school’s filtering system
	(
	(
	(
	
	
	(
	
	

	Accidentally accessing offensive or pornographic material and failing to report the incident
	(
	(
	(
	
	
	(
	(
	

	Deliberately accessing or trying to access offensive or pornographic material
	(
	(
	(
	(
	
	(
	(
	

	Breaching copyright or licensing regulations
	(
	(
	
	
	
	
	
	

	Continued infringements of the above, following previous warnings or sanctions
	(
	(
	(
	(
	
	
	
	


Signed ____________________

Chair of Governors 

Date ______________________

Signed ____________________

Headteacher 

Date ______________________

This policy will be reviewed annually

All staff will be expected to read this policy and discuss with the designated E-Safety Workers named below if they do not fully understand any part of it.
Lorna Kemplay –Headteacher 
Georgina Bedford –Deputy Headteacher 
Sam Firth – Computing Leader
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